
USB Drop Attack Simulation Installation Guide  
 
This installation guide describes the installation of the USB Drop Attack simulation, explaining 
how to install the required tools and build the executable (.exe) from the Python script.  

 
1. Install Python 
 
Download and install Python 3.14.0 or latest version from the official Python website. During 
installation, make sure that the checkbox “Add Python to PATH” is selected. Complete the setup 
using the default installation settings.  
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2. Install Required Python Module PyInstaller  
PyInstaller is used to convert the Python script into a Windows executable.  
Install it using:  
pip install pyinstaller 

 
Open Command Prompt and install the required external module: pip install pyinstaller  

 
 
Confirm it is installed with pyinstaller --version 

 
 



Step 3: Before converting the script, run it in a Python environment to confirm it executes 
correctly without errors in Visual Studio Code.  

 
 
You should see the fake terminal output beginning and the Tkinter popup appearing.  
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Step 4: Convert PythonScript to Executable (.exe)  
Navigate to the directory where your Python script is stored and run the following command:  
pyinstaller --onefile --windowed CNT4403_AnswerKey.py  
 
--onfile bundles everything into a single executable  
--windowed prevents a secondary console window if not wanted  
 
Pyinstaller will then generate two folders: build/ and dist/.  
The final executable will be located inside the dist/ folder.  
 

 
 
Terminal will show “Build complete!” when the executable is ready.  
 
Step 5: Test the Executable  
After the PyInstaller finishes, open the dist/ folder and double -click the generated .exe to test the 
application.  
 
Verify 

●​ Fake terminal simulation works  
●​ GUI warning pop-up displays  
●​ Program closes cleanly  

insert screenshot  
 
Step 6: Distribute the Executable  
The .exe file can now be dragged into a USB drive and shared with users.  



For any questions please contact the Product Manager.  


